Australian Government

Australian Institute of Criminology

DRAFT PROGRAM
DAY ONE

0800 — 0900
Registration

0900 - 0915
Welcome to Country and introduction

0915-1015

CANBERRA

Keynote presentation: Examining the pathways into cybercrime and online interventions
Speaker: Professor Rutger Leukfeldt, Leiden University

1015 -1045
Morning tea
1045 -1215

reducing
online
harms

MARCH 11-12

Concurrent session 1: National Ballroom 3

Concurrent session 2: National Ballroom 4

Online scams and fraud
Chaired by Dr Rick Brown

1. Trends in cybercrime victimisation, help-
seeking and harms
Speaker: Anthony Morgan, Australian
Institute of Criminology

2. Australia in the World Cybercrime Index
Speaker: Dr Miranda Bruce, University of
New South Wales

3. Victim experiences of searching for jobs
online and recruitment fraud
Speaker: Professor Cassandra Cross,
Queensland University of Technology

Online sexual violence
Chaired by Dr Christopher Dowling

1. Routine online activities and dating app-
facilitated sexual violence
Speaker: Dr Heather Wolbers, Australian
Institute of Criminology
2. Underage risk-taking and harms
experienced on ‘adult-based platforms’
Speaker: Dr Tahlia Hart, Flinders University
3. The prevalence of online sexual
harassment and online sexual solicitation
among 10-17-year-olds living in Australia
Speaker: Dr Melanie Burton, eSafety

1215-1300
Lunch
1300-1330

Keynote presentation by the Hon Mark Dreyfus KC MP, Attorney-General
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1330-1500

Concurrent session 3: National Ballroom 3 Concurrent session 4: National Ballroom 4

Online hate and fringe and radical content and | Victim-survivor recovery and reducing risk of

links with violence ongoing harms

Chaired by Dr Rick Brown Chaired by Dr Sarah Napier

1. Changes in anti-government sentiment, 1. Arecommended approach — a victim-
conspiratorial beliefs and exposure to survivor perspective on the institutional
fringe and radical content online use of child sexual abuse material
Speaker: Dr Timothy Cubitt, Australian Speaker: Kelly Humphries, AiLECS, Monash
Institute of Criminology University

2. Exposure to fringe and radical content, 2. The needs and experiences of adult victim-
ideological beliefs and support for survivors of child sexual abuse material

Speaker: Professor Michael Salter,
University of New South Wales

3. Harmful sexual behaviours and technology:
Towards a prevention and early
intervention framework
Speaker: Carol Ronken, Bravehearts

collective violence
Speaker: Anthony Morgan, Australian
Institute of Criminology

3. Mapping online hate in Australia using
community-driven Al models
Speakers: Associate Professor Matteo
Vergani, Deakin University; Sophie Murray-
Farrell, New South Wales Premier’s
Department

1500 - 1530
Afternoon tea

1530-1700
Concurrent session 5: National Ballroom 3 Concurrent session 6: National Ballroom 4
Ransomware and cybercrime impacting Internet and misogyny
businesses Chaired by Dr Christopher Dowling
Chaired by Anthony Morgan
1. Understanding disengagement from online
1. Vulnerabilities and victim responses to incel communities
ransomware attacks Speaker: Laura Doherty, Australian Institute
Speaker: Isabella Voce, Australian Institute of Criminology
of Criminology 2. Pathways toward and away from online
2. Understanding the internal operations of misogyny: What do men in the manosphere
ransomware criminal groups: A case study tell us?
of Conti Speaker: Dr Vivian Gerrand, Deakin
Speaker: Professor Chad Whelan, Deakin University
University 3. Combating the influence of online
3. Leveraging situational crime prevention to misogynistic communities and influences in
combat cybercrime and address critical schools
cyber resilience gaps Speakers: Dr Stephanie Wescott and
Speaker: Professor Ryan Ko, University of Professor Steven Roberts, Monash University
Queensland
1700
Conclude
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DAY TWO

0800 — 0900
Registration

0900 - 0930
Opening remarks

Speaker: Nathan Smyth, Deputy Secretary, Commonwealth Counter-Terrorism Coordinator and National Counter
Foreign Interference Coordinator, Department of Home Affairs

0930 -1030

Keynote presentation: Technology-facilitated sexual crimes against children: Offenders, victims and environment
Speaker: Professor Ethel Quayle, University of Edinburgh

1030-1100
Morning tea
1100-1230

Concurrent session 7: National Ballroom 3

Concurrent session 8: National Ballroom 4

Prevention of online harm
Chaired by Anthony Morgan

1. Experimental trial of targeted messages to
prevent online abuse and profit-motivated
cybercrime
Speakers: Emma Shakespeare, Australian
Federal Police; Dr Laura McVey, eSafety;
and Isabella Voce, Australian Institute of
Criminology

2. Online messages to prevent sexual harms
to children: Examining adolescents’
perceptions of messages to potential
offenders, victims and bystanders
Speakers: Professor Jeremy Prichard,
Associate Professor James Sauer, University
of Tasmania

3. Using behavioural insights to reduce
financial scams and protect consumers
Speaker: Dr Josh Rhee, Behavioural Insights

Sextortion
Chaired by Dr Samantha Bricknell

1. Sexual extortion of children: Findings from
a national survey
Speaker: Dr Sarah Napier, Australian
Institute of Criminology

2. The impacts of sexual extortion
Speaker: Dr Heather Wolbers, Australian
Institute of Criminology

3. Sextortion: The case of Amanda Todd
Speaker: Dr Peter German, International
Centre for Criminal Law Reform

Team
1230-1315
Lunch
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1315-1500

Concurrent session 9: National Ballroom 3

Concurrent session 10: National Ballroom 4

Responding to online crime
Chaired by Anthony Morgan

1. Using biometrics to investigate child sexual
abuse
Speakers: Associate Professor Russell
Brewer, University of Adelaide; Warren
Bulmer, International Centre for Missing and
Exploited Children Australia

2. Experimental study of the impact of social
norms and risks of detection on improper
Al use
Speaker: Dr Alexandra Voce, Australian
Institute of Criminology

3. Law enforcement responses to cybercrime
and the networks that support them
Speaker: Chief Inspector Michael Newman,
Queensland Police Service

Online enablement of human trafficking,
modern slavery and sexual exploitation
Chaired by Dr Christopher Dowling

1. Examining the experiences of women
trafficked into South-East Asia’s cyber-scam
centres
Speaker: Dr Siobhan Lawler, Australian
Institute of Criminology

2. Streaming the unthinkable: A review of
research on the live streaming of child
sexual abuse
Speakers: Dr Larissa Christensen and Jodie
Woods, University of the Sunshine Coast

3. Digital trap: Recruitment into labour
exploitation via mobile dating apps and
websites in Australia
Speaker: Samantha Lyneham, Australian
Institute of Criminology

1500 - 1530
Afternoon tea

1530-1700

Concurrent session 11: National Ballroom 3

Concurrent session 12: National Ballroom 4

Image-based abuse
Chaired by Dr Sarah Napier

1. Insights from eSafety’s Image-based abuse
reporting and removal scheme
Speaker: Dr Savannah Minihan, eSafety

2. Image-based sexual abuse help-seeking:
Designing and developing a chatbot for
victims, perpetrators and bystanders
Speaker: Professor Nicola Henry, Royal
Melbourne Institute of Technology

3. Characteristics of cases of image-based
abuse in Australia from the Australian
Sexual Offence Statistical Collection
Speakers: Tom Sullivan and Merran
McAlister, Australian Institute of
Criminology

Harms from pornography
Chaired by Dr Rick Brown

1. Understanding the relationship between
pornography use and sexual violence in a
community sample of Australian men
Speaker: Dr Christopher Dowling, Australian
Institute of Criminology

2. Blurring the lines: The vague boundary
between mainstream and deviant internet
pornography tags for at-risk viewers
Speaker: Gabrielle Gane, Paris Psychology
Centre

3. Real world harms associated with
exposure to pornography
Speakers: Dr Heather McKay and Rachel
Moody, Australian Institute of Family
Studies

1700
Conclude
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