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Organisations as Victims

of Fraud, and How They
Deal With It

Russell G. Smith

When we think of victims of crime, we often focus on those who suffer from
violent, personal crimes such as assault or rape. Businesses and other
organisations, however, may also be victims of crime—usually economic
crimes, such as those that involve fraud and deception. The effects of those
crimes can be devastating, with companies wound up and their employees
forced to leave. Those who have invested in the organisation may lose all or
part of their capital. Fraud against public sector agencies affects us all
through loss of government resources.

This paper relates how organisations respond to commercial crime. It
identifies the scope of the problem and details a number of ways in which
those who manage organisations are best able to deal with it. Often fraud is
“swept under the carpet”, with those responsible dismissed without further
consequences. There are compelling reasons, however, why fraud should be
reported to the authorities. The author considers those reasons and
describes ways in which organisations can be encouraged to report
economic crimes to the police.

Adam Graycar
Director

Organisations vary greatly in size and scope—from small busi-
ness partnerships to medium-sized corporations and multi-
national enterprises. Each may be victimised through crime, with
the losses being sustained either by the individual proprietors of an
unincorporated association, or by the shareholders of a corporate
entity. If the crime is large enough, the business may be forced to
close or the company may be wound up, in which case employees
may lose their livelihoods and shareholders may lose all or part of
their investment. Fraud directed at organisations within the public
sector has a direct impact on government revenue. Clearly, crimes
that are directed at organisations initially affect particular individu-
als and, eventually, the whole community.

Organisations may be victimised in a wide variety of ways, and
by a range of people. Rarely, they will suffer from crimes of violence
such as bombs being used against buildings or staff being victimised
through acts of extortion. Most often, their experience of crime will
be economic, and acts of fraud and deception will constitute the
principal type of economic crime from which they suffer. They may
also be victimised through infringement of intellectual property
rights or acts of industrial espionage. Offenders may come from
outside the organisation or from within, and may be either lower
level employees or managers.

This paper examines the nature and extent to which organisa-
tions are victimised through fraud and deception, and how the
problem may best be dealt with. It focuses on the way in which
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fraud is reported within organisa-
tions and the barriers organisa-
tions face in making effective use
of the criminal justice system.

The Nature and Extent of Fraud
Against Organisations

In recent years, a number of
surveys have been carried out to
determine the extent to which
organisations have been
victimised through fraud; that is,
crimes which entail an element of
deception in which the offender
seeks to derive some financial
benefit. Although victimisation
surveys have been criticised on a
number of grounds to do with the
unrepresentative samples they
employ and the limited types of
activities that they examine, they
do provide information other
than that recorded in official
police statistics. In the area of
fraud, police statistics record only
the most general information.

Surveys of business victimi-
sation have been carried out
regularly by two large firms of
accountants, KPMG and Ernst &
Young. These surveys have dealt
specifically with the fraud experi-
ences of large organisations and
have provided an indication of
the nature of organisational fraud
and the extent of losses suffered.
Although the response rate to
these large-scale surveys has been
rather low, they provide a good
starting point for documenting
the nature and extent of fraud in
recent years.

KPMG survey

KPMG’s latest Fraud Survey
examined over 1800 of Australia’s
largest businesses in February
1999. Twenty per cent (367)
replied, with information being
provided on fraud awareness, the
experience and cost of fraud, the
perpetrators of the fraud, how it
was discovered, and why it
occurred. Information was also
provided on action taken and
fraud prevention steps relied
upon. Specific data were also
obtained concerning computer-
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related fraud. In all, some 7280
incidents of fraud were reported
in the two years preceding the
survey and 57 per cent of respon-
dents reported at least one inci-
dent during that period. Sixty-
nine per cent of those who had
been victimised had suffered
more than one incident, with the
majority reporting between two
and 10 incidents. Total losses
amounted to $239 million (KPMG
1999).

The three industry groups
that reported the largest numbers
of incidents were the insurance,
communications, and retail,
wholesale and distribution indus-
tries, with financial services,
insurance and government
organisations reporting the
greatest losses.

Since KPMG’s previous
survey was undertaken in March
1997, some improvements have
occurred. In 1997, 100 per cent of
communications organisations
reported being victimised
through fraud whereas in 1999,
this had reduced to 85 per cent.
Similarly, 100 per cent of tourism
and hospitality organisations
reported fraud in 1997, and this
had reduced to 60 per cent in
1999 (KPMG 1997).

As in previous years, most
frauds were perpetrated by
employees of organisations rather
than by outsiders. In 1999, only
22 per cent of fraud was carried
out by parties external to the
organisation. Interestingly, 21 per
cent of fraud was carried out by
managers, the largest proportion
of which involved making im-
proper claims on expense ac-
counts. The highest proportion of
fraud carried out by persons
outside the organisation involved
stealing property belonging to the
organisation, such as stock and
machinery; submitting forged
cheques; and making improper
use of credit cards.

Ernst & Young survey

The firm of Ernst & Young has
also undertaken fraud
victimisation surveys of its clients
since 1989. The latest interna-
tional survey, conducted in

October 1997, surveyed 11,000
senior executives in major
organisations in 32 countries, of
whom 1205 (11%) replied . Ap-
proximately three-quarters of
respondents reported being
victimised during the preceding
five years, with more than half
having been defrauded in the
preceding 12 months. Over 70 per
cent of the 84 Australian respon-
dents and 88 per cent of the 59
respondents in the United States
had experienced fraud in the
preceding 12 months. The total
value of the worst frauds suffered
by respondents in the preceding
12 months was US$628 (A$941)
million, with one in five Austra-
lian respondents experiencing
frauds in excess of US$1 ($A1.5)
million. One Australian respon-
dent alone lost US$25 ($A37.5)
million in the 12-month period
(Ernst & Young 1998). More than
half of the frauds were committed
by long-term employees who had
been with the organisation for
more than five years—it was
these employees who were aware
of the organisation’s fraud control
policies and knew how they
could be circumvented.

Deakin University survey

In 1994, Deakin University, in
conjunction with the Victoria
Police Major Fraud Group, con-
ducted a survey of the fraud
victimisation experiences of 477
medium or large businesses in
Victoria. Data were collected on
22 fraud categories, the most
frequently mentioned of which
involved theft of property be-
longing to the business, such as
stock and equipment (251 cases—
25%) and theft of cash (162
cases—16%). Losses for these two
categories were estimated to be
$284.67 million and $165.9 million
respectively (Deakin University
1994).

Persons within organisations
were involved in 78 per cent of
cases reported, whilst persons
outside the organisation ac-
counted for 22 per cent of cases.
The types of fraud most fre-
quently carried out by persons
within the organisation related to




false or inflated claims on travel
or expense accounts (91%) and
payroll padding—making im-
proper claims in respect of sala-
ries—(91%), whilst passing
worthless cheques (84%) and
overcharging by suppliers (74%)
were most often carried out by
persons external to the organisa-
tion.

Information Technology Fraud
Against Organisations

One area of victimisation which is
increasingly concerning
organisations is that arising out of
the use of computing and com-
munications technologies. Be-
tween 1997 and 1999, there was a
71 per cent increase in the per-
centage of respondents to
KPMG’s surveys who reported
computer-related fraud (from 7%
to 12%). Total reported losses due
to computer crime were over $16
million in KPMG’s 1999 survey,
although these figures are likely
to be underestimates as many
organisations were unaware of
the extent to which their
organisation was being de-
frauded through the use of
computers, and some did not
define other forms of fraud as
computer-related (such as fraud
involving electronic funds trans-
fers or the creation of false identi-
ties through the use of desktop
publishing equipment). In 1999,
36 per cent of KPMG’s respon-
dents who reported computer
crime were either unaware of
how much they had lost or were
unwilling to disclose it.

Of the 84 Australian organi-
sations surveyed by Ernst &
Young (1998), 80 per cent be-
lieved that they were vulnerable
to computer fraud, which was
considerably higher than in other
countries.

In November 1998, a survey
of 350 large Australian organisa-
tions was carried out (Victoria
Police and Deloitte Touche
Tohmatsu 1999). Thirty-three per
cent of respondents reported
unauthorised use of their com-
puters within the preceding 12-
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month period and one-quarter of
these attacks were motivated by
financial gain. More than one-
third of those who responded
believed that computer theft
would have an impact on their
organisation over the next five
years.

High-technology fraud
against government organisations
is an area of particular concern as
agencies become increasingly
reliant upon computers for the
provision of services and the
payment of benefits. In the sur-
vey of computer crime and
security conducted by the Office
of Strategic Crime Assessments
and the Victoria Police Computer
Crime Investigation Squad (1997),
36 per cent of the 11 government
agencies surveyed reported
misuse of their computer sys-
tems, with 45 per cent reporting
external forms of attack, that is
remote access to computer sys-
tems. The most common types of
computer abuse reported by the
government agencies surveyed
related to damage or unauthor-
ised access to, or copying of, data
and programs.

In the future, government
agencies which make use of
electronic commerce may be
victimised in a variety of ways
(see Smith 1999), and appropriate
security procedures will need to
be established in order to prevent
the abuse of on-line payment and
claiming systems.

Dealing With Fraud Against
Organisations

Often, when organisations have
been victimised through fraud,
managers are reluctant to report
the matter to the police or other-
wise to seek official redress.
KPMG (1999) found, for example,
in its survey of businesses, that
33.3 per cent of organisations
surveyed failed to report frauds
to the police, many instead
preferring to deal with the matter
internally or by dismissing the
individual in question. Ernst &
Young’s (1998) study found that,
although nearly half of the

organisations surveyed had a
fraud reporting policy in place,
fewer than half of those said that
their staff were aware of the
policy. Some of the reasons for
not reporting fraud to the police
that were given by the respon-
dents to Deakin University’s
(1994) survey included: a belief
that the matter was not serious
enough to warrant police atten-
tion; a fear of consumer backlash;
bad publicity; inadequate proof;
and a reluctance to devote time
and resources to prosecuting the
matter.

Reluctance to report fraud is
often due to a fear of “sending
good money after bad”, as experi-
ence may have shown that it will
be impossible to recover losses
successfully through legal av-
enues, and that the time and
resources which are required to
report an incident officially and
to assist in its prosecution simply
do not justify the likely financial
returns. Prosecution may entail
countless interviews with the
police, extensive analysis of
financial records, and lengthy
staff involvement in court hear-
ings.

The other disincentive to
taking official action lies in the
reluctance of organisations to
publicise the fact of their victimi-
sation. They fear losing business
or damaging their commercial
reputation in the marketplace.
Government agencies might also
believe that adverse publicity
may result in a loss of confidence
in voters, whilst financial institu-
tions might believe that publicity
of security weaknesses might
result in acts of repeat victimisa-
tion taking place using the same
techniques as those being investi-
gated.

Finally, where fraud has
been committed by those in
positions of responsibility within
organisations, the organistion
may not wish to draw undue
attention to illegal activities
within it.

As a result, many organisa-
tional victims simply take no
official action, preferring instead
to warn or to dismiss the perpe-




trator and to tighten security
procedures to prevent a recur-
rence of the incident. On some
occasions a desire to “save face”
may result in the perpetrator
being allowed to resign with no
further action being taken.

Failure to take official action,
however, has a number of ad-
verse consequences.

Those who have acted
illegally may believe that, be-
cause they have not suffered any
adverse consequences from their
conduct, they are free to act
illegally again in the future, either
in exactly the same way in re-
spect of the same organisation or
in a new workplace where their
prior misconduct is not known.

Any general deterrent
effects on the rest of the staff may
be diluted or negated if the illegal
conduct of one of their number
fails to result in official action.
This may lead to a more general-
ised downgrading of the ethical
standards within the organisation
as management are seen to be
unwilling to take action.

Increasing the level of
reporting of fraud by organisa-
tions would help to ensure that
similar patterns of offending by
the same, or other, offenders are
uncovered by police, and that
appropriate fraud prevention
strategies are identified and
implemented. It may be possible,
for example, to make use of
computer programs that analyse
business transactions in order to
identify patterns which have
previously been found to be
indicative of fraud. If the true
nature of fraud remains undis-
closed and uninvestigated, then it
is difficult to devise appropriate
measures to guard against it.

The community may also
suffer where crime has not been
dealt with, as incidents will not
find their way into official crime
statistics and the educative and
deterrent effects of publicity in
preventing crime will not be felt.
Effective reporting could enhance
the feeling in the community that
fraud is, in fact, unlawful and
likely to result in prosecution
where it is detected.
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Finally, if offenders are not
dealt with, organisations might
be subject to repeat victimisation,
sometimes at the hands of the
same individual or someone else
replicating the same form of
criminal activity. In the context of
personal fraud victimisation,
studies have consistently found
that one of the most reliable
indicators of fraud victimisation
is past victimisation (Titus &
Gover 1999). In the context of
organisations, the same is very
likely to be the case.

Enhancing Fraud Reporting by
Organisations

In order to encourage
organisations to take official
action where they have been
victimised through fraud, a
variety of constructive steps may
be taken.

In the first place it is impor-
tant for organisations to have
clear and transparent fraud
control policies in place. Austral-
ian Standard No. AS 3806-98
Compliance Programs provides
guidelines for both private and
public sector organisations on the
establishment, implementation
and management of effective
compliance programs. The stand-
ard also provides principles
which organisations are able to
use to identify and to remedy any
deficiencies in their compliance
with laws, industry codes and in-
house company standards, and to
develop processes for continuous
improvement in risk management
(Standards Australia 1998).

In recent years, more and
more organisations seem to be
developing fraud control policies.
In the survey conducted by
Deakin University in 1994, only
27 per cent of those surveyed had
fraud prevention policies in place
(Deakin University 1994). In
November 1995, 48 per cent of
the 123 Australian respondents to
Ernst & Young’s fraud survey had
a fraud prevention policy in place
and 51 per cent had conducted
fraud reviews (Ernst & Young
1996). In Ernst & Young’s most

recent fraud survey, almost three-
quarters of the 84 Australian
respondents indicated that their
organisation had an explicit
policy on fraud reporting (Ernst
& Young 1998).

One of the greatest impedi-
ments to reporting concerns the
fear of bad publicity where
criminal proceedings are taken.
Although criminal courts are
reluctant to conduct proceedings
in camera, on occasion this could
be desirable in order to protect a
business reputation from adverse
publicity, or to ensure that a
novel type of fraud does not
receive undue public attention
which might encourage illegal
conduct.

Organisations might also be
more willing to report fraud to
the police if they were confident
that the police and the courts
would respond effectively to the
matter, and that the personal
costs and time associated with the
investigation and prosecution of
the matter could be minimised. A
variety of reforms could be made
to the way in which cases are
dealt with in the criminal justice
system. Streamlining interview-
ing procedures and reducing the
necessity for senior witnesses to
be present in court for unneces-
sarily lengthy periods of time
could help to reduce the time
which organisations devote to the
prosecution of cases. Documen-
tary evidence should also be used
wherever possible in preference
to oral testimony, and the barriers
to the use of computer-generated
evidence overcome. The appro-
priate use of awards of costs to
assist witnesses should also be
considered, and scales of witness
expenses increased to realistic
levels.

The use of fraud reporting
“hot lines” may be another way
of persuading employees to
report fraud to management,
although in Ernst & Young’s 1998
survey, more than 50 per cent of
respondents were opposed to the
idea, with most opposition com-
ing from company directors. In
KPMG’s 1999 survey, only one
per cent of respondents reported




having a formal confidential
telephone line as a means of
receiving allegations of incidents
of fraud.

A more radical way in which
fraud reporting could be im-
proved entails the enactment of
mandatory reporting legislation
to ensure that organisations take
official action. The law already
requires, in certain circumstances,
that individuals who become
aware that they have been de-
frauded must bring the matter to
the attention of the police. Sub-
section 1 of section 316 Crimes Act
1900 (NSW), for example, creates
an offence of failing to report a
“serious offence” (being an
offence punishable by at least five
years’ imprisonment) to the
police, where the person knows
or believes that the offence has
been committed and that he or
she has information which might
be of material assistance to the
police. This offence carries a
maximum penalty of two years’
imprisonment, although a pros-
ecution of professionals such as
accountants who fail to report
serious offences cannot take place
without the approval of the
Attorney-General.

An alternative to legislation
which requires organisations to
report fraud to the police would
be a requirement for profession-
als—such as solicitors, account-
ants and auditors—who become
aware of fraud, to report the
matter to the organisation’s Chief
Executive Officer. Failure to
report could then result in disci-
plinary proceedings for miscon-
duct being taken against the
professional in question. Requir-
ing auditors to take on the role of
fraud investigators is, however,
highly contentious, although the
idea is continuing to gain support
in recent times in a number of
countries (see Nel 1999).

If such mandatory reporting
obligations were enacted, appro-
priate safeguards would also
have to be introduced to protect
those who report their suspicions
of fraud from personal liability,
where they act in good faith.

On a more general level,
increasing resources to law
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enforcement agencies would help
to ensure that individuals in the
community have confidence in
the ability of agencies to investi-
gate and prosecute allegations of
fraud. At present, many cases
that are reported simply cannot
be investigated because law
enforcement agencies are under-
resourced, particularly for the
investigation of serious, complex
and time-consuming allegations
involving fraud and deception.

An additional impediment
to the reporting of fraud lies in
the fear which some individuals
have of reporting matters in the
public interest, where this may
result in their being discriminated
against or otherwise being sub-
jected to harassment, intimidation
or reprisals. The problem of so-
called “whistleblowers” has been
documented in a number of
studies of individuals who have
reported corruption in public
sector agencies.

De Maria and Jan (1996), for
example, conducted Australia’s
largest study into whistleblowers,
and found that many
whistleblowers did not get the
treatment or action they expected
and were, in fact, seriously disad-
vantaged by the action they took.
The study showed a crisis of
competence in the official capac-
ity of government structures to
respond effectively to disclosures
made in the public interest.

In Australia and New Zea-
land, whistleblower protection
statutes have been introduced in
various jurisdictions, some with
greater consequence than others
(see De Maria 1995). Where such
legislation exists, its provisions
should be widely publicised and
used in appropriate cases to
protect those who report fraud in
the public interest. Efforts could
also be made to assist those who
have reported fraud in the public
interest by establishing a fund to
provide compensation for finan-
cial loss suffered as a result of
their reporting. This could be
achieved by setting aside part of
the funds obtained through
criminal confiscation legislation,
if the Commonwealth were
agreeable to taking such funds

out of consolidated revenue.

Changes might also need to
be made to the sentencing dispo-
sitions and practices used by the
criminal courts. Provision should
be made in all jurisdictions for the
confiscation of assets and priority
in paying compensation to or-
ganisational victims, in order to
maximise the chances of recovery
of the losses occasioned by fraud
(see, for example, s. 86 Sentencing
Act 1991 (Vic.) and s. 30 Confisca-
tion Act 1997 (Vic.)).

In addition, more imagina-
tive sanctions could be consid-
ered for serious corporate offend-
ers. Braithwaite (1992, p. 170), for
example, describes the utility of
so-called “equity fines”, in which
companies are ordered to issue a
certain proportion of new shares
which are given to victims or to
the state. For example, if a court
ordered a corporate offender to
issue one new share for every 100
already issued, the market value
of all shareholdings would be
reduced by one per cent. The
company would still be able to
operate although shareholders
would be penalised.

In appropriate cases other,
non-custodial sanctions should
also be used, such as apologies,
adverse publicity, specifically
targeted community service and
corporate disqualification. Al-
though those who suffer loss as a
result of fraud often consider
imprisonment to be the only
appropriate sanction, other
punishments that affect an of-
fender’s livelihood, reputation
and ability to earn a living may,
in fact, give rise to greater deter-
rent effects.

Conclusions

This paper has examined the
nature of fraud victimisation
suffered by organisations and
considered some ways to increase
the likelihood of offences being
reported and dealt with through
official avenues of redress. On
the basis of a number of recent
organisational victimisation
surveys, fraud is clearly seen as
being a considerable problem




for businesses, with its effects
felt throughout the community.
Computer-related fraud is caus-
ing particular concern amongst
organisations, although its pre-
cise extent cannot as yet be
guantified with precision.

Risk management and fraud
prevention activities are clearly
preferable to the use of criminal
prosecution and punishment
once illegal conduct has been
carried out, and a high propor-
tion of organisations now have
extensive fraud control policies
in place. These should be widely
publicised and regularly updated
to deal with new forms of risk as
they arise.

Although effective fraud
prevention should be the primary
objective of all managers (see
Smith 1998), the use of the crimi-
nal justice system is still neces-
sary in order to achieve general
and specific deterrent effects. In
the case of white collar offenders,
who can be said to carry out
their activities on the basis of
some rational calculation, deter-
rence remains an important
component of fraud control. The
confiscation of assets, in particu-
lar, represents one of the most
effective means of achieving
deterrence in the case of eco-
nomic crime.

Deterrence can best be
achieved, however, if offences
are reported to the authorities.
This paper has canvassed a
number of ways in which organi-
sations can be encouraged to
report fraud, and a number of
ways in which favourable out-
comes can be achieved in criminal
proceedings. By dealing with
fraud through criminal prosecu-
tion and punishment, the com-
munity as a whole benefits from
the knowledge that wrongdoing
has been detected and sanctions
imposed, whilst victims may be
able to receive some measure of
compensation for losses suffered.
There are also important benefits
to be derived through identifying
and publicising ways in which
organisations may be able to
avoid victimisation through fraud
in the future.
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