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Medicare, Australia’s universal health insurance scheme, has been in operation
in various guises for almost 25 years now. It is administered by the Health
Insurance Commission (HIC), which processes claims and makes payments
under various government programs relating to the provision of health services.
Much of the HIC’s work is now carried out using computers and, in the future,
the bulk of claims and payments will be made from computer terminals located
in professional practices and pharmacies. It will also be possible to make
payments through the use of electronic funds transfers made direct to bank
accounts.

This paper examines the nature and extent of current forms of fraud and
inappropriate practice in relation to Medicare and whether future technological
developments will make matters better or worse.

The Health Insurance Commission (HIC) processes claims and
makes payments in respect of the provision of health services

and other benefits under a number of government programs in
Australia. These include the Medicare scheme, the Pharmaceutical
Benefits scheme, the Childcare Cash Rebate scheme, the Australian
Childhood Immunisation Register, the Department of Veterans’
Affairs Treatment Accounts, Office of Hearing Services and the
Better Practice Program.  Between 1976 and 1998, the HIC was also
responsible for Medibank Private, a private health insurance fund,
although since May 1998, the HIC no longer administers this fund.

At present, the HIC makes extensive use of information tech-
nology in processing and paying claims and benefits and recording
data on transactions carried out with health care providers and
patients. Claims are made and payments processed through a na-
tional network of 226 Medicare Customer Service Centres, located
throughout Australia and connected online to a computer at the
HIC’s central office in the ACT. During 1997–98 more than 500
million raw service transactions were processed by this network.

The largest volume of claims come from providers who direct-
bill the HIC. In 1997–98, approximately 72 per cent of services were
direct-billed, either through the submission of paper claim forms or
electronically using the HIC’s “Medclaims” system, following which
payment is made either by cheque or by electronic funds transfer
direct to the provider’s bank account. Some providers also make use
of an EFTPOS type of device in order to transmit information to the
HIC; payments are then made by credit card. At the beginning of
June 1998, 2,616 sites were transmitting claims electronically to the
HIC, accounting for 42 per cent of direct-bill claims.

The HIC also enables patients’ claims for refunds to be made
electronically in certain circumstances. A receipt from a provider for
a paid, itemised account may be presented for refund either in
person, without completing a claim form, or by giving details by
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telephone using the HIC’s
“Teleclaims” system, introduced
in 1995. In 1997, the trial of an
electronic kiosk began in various
rural pharmacies. Customers
could make a claim by inserting
their Medicare card and entering
details of the claim on a touch
screen. Payments in connection
with these claiming systems may
be made in cash if the claimant is
present at an HIC Customer
Service Centre; by cheque; or by
direct credit to the claimant’s
bank account. In addition, in June
1998, trials began in each of the
two Territories of “Medicare
Connect”, which enables patients
to make claims electronically
from doctors’ surgeries which are
linked electronically to the HIC.
Pharmaceutical claims may also
be made by claimants sending
facsimiles from pharmacies with
appropriate facilities. Approxi-
mately 600 “Easyclaim” fax
devices are being installed in
pharmacies throughout Australia.

Between 1 July 1997 and 30
June 1998, 128,023 Medicare
services to the value of $7,461,353
were processed by electronic
funds transfer—a relatively small
proportion of the 202 million
Medicare services billed, to the
value of $6,334 million, in the
same year. The number of claims
processed electronically, however,
continues to increase each year
(HIC 1998).

The Commonwealth
Government has determined to
provide all appropriate govern-
ment services online by 2001 and
the HIC is, accordingly, well
advanced in its achievement of
this target. The Government’s
Project Gatekeeper aims to provide
a common platform for the
development of systems which
rely upon public key cryptogra-
phy and digital signatures. This
strategy seeks to provide a sys-
tem of secure electronic commu-
nications when dealing with
Commonwealth government
agencies such as the HIC on
public networks (OGIT 1998).

This paper examines the
nature of fraud and inappropriate
practice existing at present in
relation to the processing of

claims for benefits, and how
technological developments in
the future may exacerbate such
problems or, hopefully, reduce
them.

Fraud and Inappropriate Practice
at Present

At present funds may be illegally
obtained from the HIC by health
service providers and their
employees; health service users;
and other members of the public
intent on defrauding the govern-
ment. The most common offences
investigated by the HIC relate to
claims for Medicare or Pharma-
ceutical benefits made by means
of false or misleading statements.
The most common misleading
statements relate to misrepresen-
tations of the item number
claimed by, for instance:
• claiming a prolonged

consultation when only a
standard consultation was
provided;

• claiming that two services
were provided, for instance
an X-ray of the spine and
pelvis, when only one, say an
X-ray of the spine, was
rendered;

• claiming pharmaceutical
benefits when medications
have not been supplied
(Brandt 1998).

Other offences include forging a
patient’s name on a Medicare
assignment of benefit form
(Crimes Act 1914, s. 67), and
aiding or abetting (Crimes Act
1914, s. 5) or conspiring with
another person to commit a crime
(Crimes Act 1914, s. 86).

The maximum penalties for
these offences provided by the
Health Insurance Act 1973, the
National Health Act 1953 and the
Crimes Act 1914 are substantial.
For instance, section 128A of the
Health Insurance Act 1973 pro-
vides a strict liability offence of
making a false statement without
knowledge which carries a maxi-
mum penalty of a $2,000 fine.
Making a false statement with
intent carries a maximum penalty

of a $10,000 fine, five years’
imprisonment, or both (s. 128B).
An offence under s. 29D of the
Crimes Act 1914 of defrauding the
Commonwealth, carries a maxi-
mum penalty of a $100,000 fine,
ten years’ imprisonment, or both.

Fraud may also be perpe-
trated by patients who make false
or misleading statements when
seeking to obtain benefits, and by
employees of health service
providers, such as medical recep-
tionist staff or practice managers,
who make false claims on behalf
of their employers. Sub-section
(2) of section 128A of the Health
Insurance Act 1973 specifically
creates a strict liability offence for
employees or agents who make
false or misleading statements
which are then used in connec-
tion with a claim for benefits,
while sub-section (2) of section
128B creates a like offence if
carried out with intent.

The incidence of members of
the public lodging forged medical
or optometrical accounts appears
to be increasing, particularly
through the use of computer
generated forged accounts. One
recent case involved an indi-
vidual who obtained almost
$33,000 through the submission
of false accounts for diagnostic
imaging services. A number of
other offenders have recently
been convicted and sentenced to
terms of imprisonment arising
from the use of forged accounts
(HIC 1998, Professional Review
Supplement, p. 22).

For the year 1997–98, the
HIC’s Annual Report indicates
that a total of 2,812 complaints of
alleged fraud and inappropriate
practice were recorded on its
National Information Register;
whilst $7.6 million in benefits
paid incorrectly were recovered
or were in the process of being
recovered from providers and the
public.

During the year 1996–97, 28
cases of public fraud against
Medicare were referred to the
Director of Public Prosecutions,
with 17 of these being prosecuted
successfully. Three cases of public
fraud against Medicare were
referred to the Australian Federal
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Police, whilst 24 were referred to
State police services. Six Pharma-
ceutical Benefits scheme “doctor
shopping” cases were also suc-
cessfully prosecuted. Eleven cases
of provider fraud and one case of
pathology inducement were
successfully prosecuted. Three
cases of pathology inducement
and 19 cases of Medicare pro-
vider fraud were referred to the
Director of Public Prosecutions.

During the year 1997–98, 43
members of the public were
successfully prosecuted for fraud
against Medicare and a further 23
were prosecuted for offences
against the Pharmaceutical
Benefits system. Seven medical
practitioners were successfully
prosecuted for fraud against
Medicare, with one medical
practitioner being found guilty of
defrauding Medicare of $998,000.

These relatively small
numbers of cases prosecuted
represent the most serious of-
fences detected by the HIC. Most
cases of inappropriate practice
are detected through the use of
the HIC’s artificial neural net-
works, or computerised model-
ling systems, with many of those
detected being interviewed and
counselled rather than criminally
prosecuted. In 1997–98, for
example, 779 providers were
counselled in respect of question-
able claims which they had made.

Electronic Payments Systems of
the Future

In the future, the vast bulk of
claims for benefits will be made
electronically through the use of
computers. So that providers and
patients can communicate se-
curely with the HIC, systems
need to be devised to enable the
recipient of the communication to
be sure of three essential ele-
ments:
• the communication came

from an identifiable
individual;

• the communication had not
been read by a third party;
and

• the contents of the com-

munication had not been
tampered with after sending.

The most secure systems that
have been designed for electronic
communications in recent times
involve the use of public key
cryptography and digital signa-
tures (see the description of these
in OGIT 1998).

In simple terms, individuals
making use of the system would
use an electronic key pair (a
digital data stream, probably
contained on a computer chip
card known as a token) which
would enable the holder to secure
any communication sent. Keys
would only be issued to those
who could prove their identity to
an appropriate degree of cer-
tainty, and access to the key
would be restricted through the
use of passwords or some
biometrically based system such
as a fingerprint or retinal scanner.

Public key systems would
make use of a public key and
private key pair. Each key would
consist of two very long numbers
(with up to 500 decimal digits)
which would relate to each other
mathematically, but which would
make it practically impossible to
determine the private key value
with knowledge only of the
public key value. Even if one
knew the mathematical process
(algorithm) used to generate the
pair, it would not be possible to
reproduce the private key simply
by knowing the public key. The
private key would be kept secret
by the holder (the HIC and the
provider would each have their
own private and public key
pairs), while each corresponding
public key would be publicly
available. Any document signed
using a private key would only
be verifiable through the use of
the corresponding public key.

In making a claim to the
HIC, providers or patients would
make use of the key pair to
authenticate the fact that the
claim had come from the indi-
vidual in question. Software
would also be used which would
enable the recipient of the com-
munication to be certain that the
communication had not been
read by anyone else and that it

had not been tampered with after
sending.

Encrypted communications
that had been secured with a so-
called “digital signature” would
be transmitted to the HIC from an
authorised personal computer at
the provider’s address, connected
via a modem to the public tel-
ecommunications network.
Alternatively, communications
could be sent from public kiosks
located at pharmacies or other
public locations, or even from
homes. The detailed procedures
involved in the use of digital
signatures would not be readily
apparent to users, who would
operate appropriately designed
software by clicking a mouse and
responding to specific password
or biometric identification
prompts.

The introduction of such a
system nationally would mean
that each of the 19.1 million
people who are currently enrolled
with Medicare would be pro-
vided with a cryptographic
token, probably contained on a
smart card. User authentication
devices, such as PINs, passwords
or pass-phrases, or biometric
characteristics, such as a finger-
print or retinal image, would be
required. These would have to be
registered when cards are issued
and procedures would need to be
in place to deal with faulty or lost
cards or access devices. An
elaborate education campaign
would also be required to instruct
providers and patients in the use
of the system—and to persuade
them that it was secure and that
information transmitted would be
held securely and confidentially.

The system would have
many benefits: the possibility of
forging benefit assignment forms
would be reduced, and forgery of
patients’ signatures by providers
or their staff would be more
difficult than at present. If
biometric identifiers were used,
then legal evidentiary problems
concerning the scope of an em-
ployee’s authority would be
reduced. Communications would
also be carried out almost instan-
taneously, thus avoiding current
delays in effecting payment.
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Fraud and Inappropriate Practice
in the Future

The risk of fraud and illegality
that might arise out of such an
electronic claiming and payment
environment would be present at
each stage in the process of
making claims and receiving
payments:
• establishing authority to use

the HIC’s system;
• gaining entry to personal

computers and tokens;
• preparing claims;
• encrypting data;
• transmitting data across

telecommunications
networks;

• gaining access to the HIC’s
computers;

• receiving the transmission at
the HIC;

• processing the claim at the
HIC;

• authorising payment;
• communicating with the

HIC’s bank;
• transferring funds to the

recipient’s bank; and
• ensuring that duplicate

claims are not made in
respect of the same service.

Many of these risks are well
known and strategies have been
adopted to reduce them (see
National Research Council 1997;
Stone 1998).

Inappropriate claiming

At present, most “leakage” in
terms of the inappropriate pay-
ment of benefits takes place
through providers making claims
in respect of items not carried
out, or making higher level
claims in respect of lesser forms
of services actually provided. The
HIC’s artificial neural networks
provide an effective means of
detecting such inappropriate
practice and would continue to
do so in any electronic claiming
system in the future.

An important safeguard
operating at present is for pa-
tients to sign paper vouchers at
the time services are provided.

This provides some check against
providers making claims in
respect of non-existent patients or
patients who have never attended
for the consultation in question. If
an entirely electronic system were
introduced, it would be essential
for patients to be involved in the
process of registering the claim
with the HIC. This could take
place by patients being required
to digitally sign an electronic
form in the presence of the pro-
vider, or at least at the practice
address in the presence of a
clerical assistant. If appropriate
“user friendly” software were
devised, patients could also
indicate the length of the consul-
tation or even the general nature
of the consultation, thus prevent-
ing claims being made in respect
of fraudulent item numbers.

The creation of false identities

One of the most frequently used
means of carrying out computer
based fraud in the community at
present involves the creation and
use of false identities.

The possibility arises of
providers creating phantom
referrals in respect of legitimate
patients. This has already taken
place through the use of paper
based documents and the same
type of fraud would be facilitated
in an electronic system. In one
recent case being prosecuted by
the HIC, a psychiatrist is alleged
to have made claims amounting
to more than $1 million in respect
of false referrals received from
more than 100 general practition-
ers over approximately a 6-year
period. The phantom referrals
were, in fact, never made by
general practitioners but fabri-
cated by the psychiatrist through
forging signatures and creating
false referrals and benefit assign-
ment forms (see Cauchi 1998).

Another possibility involves
internal fraud by an HIC officer,
who could create a false provider
number and manipulate the
billing system to credit funds into
that provider’s account. This has
already taken place within the
existing system. In 1997, for
example, two former HIC em-
ployees were convicted of de-

frauding the Commonwealth by
creating false provider accounts
and making illegal claims to the
combined value of more than
$45,000 (HIC 1997, Professional
Review Supplement, p. 23).

The principal means by
which false identity fraud could
be carried out in a public key
technology framework would be
for offenders to submit false
documents to organisation regis-
tration authorities in order to
have cryptographic key pairs
issued to them for use in fraudu-
lent ways. The Government has
proposed that key pairs would
only be issued to individuals who
were able to establish their iden-
tity to an appropriate degree of
assurance by supplying multiple
and independent primary sources
of identification, such as those
used to open a bank account.
Organisation registration authori-
ties would, accordingly, need to
have procedures in place to verify
the identities of individuals to
whom key pairs are issued.

Security of key pairs

Project Gatekeeper has already
identified a number of other
security risks associated with the
introduction of a public key
authentication framework. These
related to the choice of algo-
rithms; key generation and
optional distribution; key man-
agement and transfer of security;
proof of possession; physical,
personnel and administrative
security; and accreditation.

Keys could be kept on the
hard drive of a computer with the
cryptographic service activated
by a smart card inserted into a
personal computer. Smart cards
could also be used to sign a
digital signature and to authenti-
cate the identity of a user. In
addition to the risks associated
with compromising access
mechanisms used to protect keys
held on computer hard drives,
such as PINs, passwords and
biometric devices, the possibility
exists that smart card tokens
themselves could be altered or
counterfeited. Theft of keys and
unauthorised use of tokens
represent some of the greatest



5

Australian Institute of Criminology

weaknesses of a public key
system. They could prove to be a
major impediment to successful
prosecution as it might be alleged
that a key was stolen and used
without the knowledge or author-
ity of the person to whom it was
legitimately issued.

Sender authentication

Sender authentication is generally
based upon one or more of four
criteria:
• something that you have

(e.g. a card);
• something that you know

(e.g. a password);
• something related to who

you are (e.g. a fingerprint);
or

• something indicating where
you are located (e.g. a
telephone line used in a
callback system).

Each of these means of identify-
ing the sender of a communica-
tion entails security risks:
• cards could be stolen;
• passwords guessed or

cracking programs used to
reveal them;

• fingerprint systems could be
compromised; and

• location based systems
tricked into believing that
the user is located where he
or she, in fact, is not (see
Denning 1999).
Elaborate systems have been

devised to overcome these prob-
lems and, when used in conjunc-
tion with basic education of users
as to the risks they face, have
been highly effective (see
Denning 1998). Generally, how-
ever, biometrically based systems
are the most effective in authenti-
cating users of computer systems
and these are beginning to be
used in various health care
settings, such as for gaining
access to medical records (Nurs-
ing Review 1998). In Connecticut
in the United States, fingerprint
scanners were introduced in 1996
in order to prevent social security
fraud. Recipients of welfare
cheques were required to un-
dergo fingerprint scanning prior

to collection of their payments.
The introduction of the technol-
ogy cost US$5.1 million, but is
said to have saved the state US$9
million in fraudulent claims
(Denning 1999, p. 324).

Data transmission

A further issue concerns the
integrity of data in the process of
transmission through telecommu-
nication networks. The possibility
arises that data could be manipu-
lated as the act of transmission
takes place, either through tee-ing
into telephone cables or conduct-
ing surveillance of electromag-
netic radiation (EMR) from
computer equipment and using
the information to fabricate
fraudulent records. The use of
acceptable levels of cryptography
provides one solution to the
problem of interception, as en-
crypted data which may be
intercepted would be unreadable
without the application of the
appropriate decryption key. The
adequacy of encryption as a
security measure depends, of
course, upon the strength of the
encryption system used and the
determination of the attacker.

Content authentication

Issues relating to content authen-
tication would generally be dealt
with through the use of a hashing
algorithm, which would create a
message digest for use in deter-
mining whether or not a commu-
nication had been altered be-
tween transmission and receipt
(see OGIT 1998). In order for the
HIC to be able to rely upon
electronic communications in
subsequent legal proceedings,
message digests could be
archived in the HIC’s central
computer, thus avoiding situa-
tions in which providers or
patients would claim to have lost
the electronic document in ques-
tion. Because the content of the
document would be secured
through the use of the hashing
algorithm, senders would be
unable to claim that the docu-
ment held by the HIC was other
than the one transmitted.

Payment diversion

Internationally, there have been
examples of electronic funds
transfer fraud perpetrated against
financial institutions, and the HIC
could be subject to these same
forms of illegality which could
involve funds being transferred
from the accounts of legitimate
recipients to those created ille-
gally. Most of these cases have
involved employees within
financial institutions making use
of confidential information in
order to carry out the illegal
funds transfers, or passing on
confidential security information
to external confederates (see
Grabosky and Smith 1998, ch. 8;
Denning 1999).

The HIC has already been
subject to fraud perpetrated by
insiders and the possibility exists
that those with the technological
skills could attack the HIC’s
electronic claiming and payment
system internally. In 1998, for
example, a customer service
officer created fraudulent compu-
ter generated accounts in respect
of psychiatric services. The officer
submitted forged paper claim
forms in support of the accounts.
She was convicted of submitting
and processing false claims and
unlawfully accessing data (s.
76B(1) Crimes Act 1914 (Cwlth))
and was fined $1,500 and ordered
to make restitution of $5,834 (HIC
1998, Professional Review Sup-
plement, p. 22).

Conclusions

At present, the HIC makes con-
siderable use of computers in
carrying out its claiming and
payment operations. Computers
also play a key role in detecting
fraud and inappropriate practice.
The continued expansion and
development of these detection
systems means that opportunities
for fraud should be minimised,
although their operation would
need to be closely monitored in
order to ensure that new oppor-
tunities for illegality have not
been inadvertently created.

It is unlikely that the HIC, or
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any other government agency,
could devise a system entirely
free from risk in terms of illegal
and fraudulent conduct and,
indeed, any system which sought
to achieve such a level of security
would be so unwieldy as to make
its operation virtually impossible.
The aim should be the introduc-
tion of systems which minimise
risks, whilst at the same time
provide for simple yet efficient
operation. A system based upon
public key cryptography, al-
though technically complex in its
structure could, through the
development of appropriate
software, be easy to use for both
providers and members of the
public, whilst not unduly lower-
ing standards of security.

Most existing forms of fraud
and inappropriate practice could
be adapted for commission in a
paperless, electronic environment
and existing fraud control meas-
ures could similarly be used for
their prevention and detection.
The possibility arises, however,
that individuals might seek to
commit acts of electronic fraud
while unaware of the security
measures in place. Some might
succeed in the short term, al-
though it is likely that their
activities would be promptly
uncovered and enforcement
proceedings taken.

Although existing Common-
wealth legislation has already
been amended in a number of
respects to encompass computer
based forms of illegality, and
further reforms are being consid-
ered at present, it may be appro-
priate for some new criminal
offences to be created. A new
offence could, for example, be
enacted of communicating with
the HIC electronically in order to
obtain a financial advantage by
deception. Similarly, an offence
could be created of facilitating the
commission of an act of dishon-
esty against the HIC by enabling
another person to make use of
one’s private encryption key or
acting recklessly in relation to the
storing or use of a cryptographic
key or token.

Finally, the creation of an
Electronic Communications Code

of Conduct would be beneficial in
setting out clearly the rights and
responsibilities of those making
use of the system, and in deter-
mining rules for resolving any
disputes which might arise. Such
a code could include:
• guidelines on users’

obligations in maintaining
computer hardware in a
secure environment;

• principles to be observed for
obtaining, storing securely,
and using encryption keys
and tokens;

• rules setting out the rights of
third persons who
communicate electronically
with the HIC;

• the HIC’s obligations
regarding security and
privacy of data;

• principles to be observed for
determining liability and the
allocation of loss arising
from the use of the HIC’s
systems; and

• requirements regarding the
communication of the code
to users, similar to those
which exist at present in the
Electronic Funds Transfer
Code of Conduct.
Although this paper has

raised a number of security
concerns relating to the HIC’s
current and future operations, the
benefits arising from an electronic
system could prove to be consid-
erable if the system is appropri-
ately designed and carefully
implemented. Some specific
security weaknesses in the exist-
ing claiming and payment system
would be overcome, whilst an
entirely electronic system would
have clear benefits in terms of
efficiency and accountability.
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